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Review: Online Tracking




Review: Third-Party Tracking
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Review: Targeted Advertising ®

Google Ads

Your categories

Below you can review the interests and inferred demographics that Google has associated with your cookle You
can remove or edit these at any time
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Review: Concerns about Tracking and Ads

- privacy
- discrimination
- other bad societal impact



California Consumer Privacy Act

- Goal: Give users more control over their personal
information.

- Introduced four key rights:

1. The right to know
The right to delete

2.
3. The right to opt-out of sale
4. The right to non-discrimination

- Signed: June 28, 2018
- Enforced: July 1, 2020



e ———sm—
The Right to Opt-out of Sale

Users have the right to opt-out of the sale of their personal information.

Personal information is “information that identifies, relates to, or could
reasonably be linked with you or your household.”

- name, SSN, email

- geolocation information

- records of products purchased, internet browsing history

- inferences from other personal info that could create preference profile

Sale includes selling or sharing personal information, specifically
including “sharing for cross-context behavioral advertising”

Businesses must provide a "a clear and conspicuous link™ on the
homepage of their website entitled "Do Not Sell My Personal Information®.

Allowed language now “Do Not Sell or Share My Personal Information,”
“Your Privacy Choices,” or “Your California Privacy Choices.”



How usable are CCPA opt-outs?

- Consumer Reports study (May 2021) e e
- identified 234 California data brokers Reports
- randomly assigned people to opt-out of sale on websites

- 403 participants
- analyzed 3 requests each to 214 data brokers



How usable are CCPA opt-outs?

Brokers by number of testers
who found DNS link

0/3 found link
12.6%

1/3 found link

3/3 found link 10.7%

2/.5%

2/3 found link
19.2%




How usable are CCPA opt-outs?
Sessions By Time Spent

Time spent

5 min or less
15 min or less

30 min or less

More than 30 min

O—

100 200 300 400

Number of sessions



Exercise: Figure out how to opt-out

Example 1: hitps://www.theguardian.com/
Example 2: hitps://weather.com/
Example 3: https://www.espn.com
Example 4: https://www.buzzfeed.com



https://www.theguardian.com/
https://weather.com/
https://www.espn.com/
https://www.buzzfeed.com/

Measurement study

- Top 500 websites
- Conducted manually July 2020-July 2021
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User Study: Link vs. Banners
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California residents have certain rights with regard to the sale of
personal information to third parties. We use information collected
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and pages, analyze how it is used and show personalized
advertising. At any point, you can opt out of the sale of all of your
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User Study: Link vs. Banners

Bl Decline B Accept No Action

Banners (Google Ads)

Link Only (Google Ads)
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Follow-up Questions

0% 20% 40% 60% 80% 100%

45.5%
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California DO NOT SELL Web Form

associated with a California resident or household.

m CCPA - Do Not Sell My Info | Hul X + _
@ Product reviews, how-tos, deals : X ‘ @ California Do Not Sell My Person X @ Cookies & Other Tracking Techn:c X J  CBS Privacy Rights Manager X ‘ +

Do Not Sell My Information b4 +
<« C @& gofundme.com/c/ccpa-sale
0, _—
Q Search For individuals ~/ For nonprofits \~ gofun d me How it works Signin Start a GoFundMe

Pursuant to our California Consumer Privacy Act Notice available to California residents, to opt out of a sale of your information
generally, please visit either the Network Advertising Initiative's Consumer opt-out link or the Digital Advertising Alliance’s Consumer
opt-out link. These sites will permit you to manage cookies from being put on your computer by us or others.

In addition, please exercise your choices regarding any action taken by the Social Networking Services we employ, which links are
provided here:

Facebook Facebook Privacy Policy Facebook Terms of Service
Instagram Instagram Privacy Policy Instagram Terms of Service
Kakao Kakao Privacy Policy Kakoa Terms of Service
Line Line Privacy Policy Line Terms of Service
LinkedIn LinkedIn Privacy Policy LinkedIn Terms of Service
Twitter Twitter Privacy Policy Twitter Terms of Service
Vimeo Vimeo Privacy Policy Vimeo Terms of Service
YouTube YouTube Privacy Policy YouTube Terms of Service

L Type here to search

I'm not a robot

You can use this form to submit a request to opt out of the sale of personal information

A member of DTMG's privacy team will respond as soon as possible after you submit this

reCAPTC

Privacy - Terms

-




Opt-out Mechanisms
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Nudging

Are you sure you don't want to allow these partners?

We and our advertising partners collect personal information (such as the cookies stored on
your browser, the advertising identifier on your mobile device, or the IP address of your device)
when you visit our site or use our app. We, and our partners, use this information to tailor and
deliver ads to you on our site or app, or to help tailor ads to you when you visit others "sites or
use others" apps. To tailor ads that may be more relevant to you, we and/or our partners may
share the information we collect with third parties.

aciivilles which may be 4 To learn more about the information we collect and use for advertising purposes, please see

Privacy Policy our Privacy Policy. If you do not wish for us or our partners to sell your personal information to
third parties for advertising purposes, select the applicable control from the “Do Not Sell My
Info” link provided. Note that although we will not sell your personal information after you click
that button, we will continue to share some personal information with our partners (who will
function as our service providers in such instance) to help us perform advertising-related
functions such as, but not limited to, measuring the effectiveness of our ads, managing how Y

I'm sure Ok, allow all
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User Study: Nudging and Inconvenience
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ldea 1: Improve Recognizability

CHAPTER 20. CALIFORNIA CONSUMER PRIVACY ACT REGULATIONS

PROPOSED TEXT OF REGULATIONS

§ 999.315. Requests to Opt-Out

(a) A business shall provide two or more designated methods for submitting requests to opt-out,
including, at a mimimum, an interactive webform accessible via a clear and conspicuous link
titled “Do Not Sell My Personal Information.” or “Do Not Sell My Info.” on the business’s
website or mobile application. Other acceptable methods for submitting these requests

ismalinda Lt nea mat lHmaitad b a #4ll Fann alhasma ssrsmalhae o dacicaatrad amanil addeans o Fasoes

(e) Opt-Out Button or Logo

(1) The following opt-out button or logo may be used in addition to posting the notice of
right to opt-out, but not in lieu of any posting of the notice. [BUTTON OR LOGO TO
BE ADDED IN A MODIFIED VERSION OF THE REGULATIONS AND MADE
AVAILABLE FOR PUBLIC COMMENT.]




Exercise: Opt-out of Sale Icon

- Design an standardized icon that you think users would
recognize as an option to opt-out of sale of personal
information



lcon ideation
focused on 3
concepts

« Choice/consent

C(r\'-ou‘t path

wafh&«w Som‘*h‘mg

« Opting out N &
« Do-not-sell ~ Toggle
Ef:.—CJ |




Preliminary icon Designs

Choice/consent Opting out / Do not sell (personal info) \

1 || ® G O
.
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First icon evaluation

» 240 Mturk participants

» Tested 12 icons with and without
“Do Not Sell My Personal Information” tagline

 Displayed 1 icon
* Asked what the icon means and what would happen if you click on it

* Displayed all 12 icons
* Asked which best conveyed Do Not Sell and Privacy Choices concepts



lcons difficult to interpret without words

best conveys choices best conveys do not sell my

about personal info personal info, but also
conveys paymen

Optipg out Do not sell (personal info)

Choice/consent

mostly people didn’t
confusing recognize stop sign



Refined icons for evaluation
ID-Card Slash-Dollar Stop-Dollar Toggle

@ ©® O D
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[ ] Best conveys do not sell my personal information

Bl Best conveys choices about the use of personal
info

0% 10% 20% 30% 40% 50%

% of Participants



Icon Common Interpretations without tagline (# of
participants)
Toggle accept/decline something (11)
activate/deactivate something (5) 17
e okay/exit options (4)
e mark as true/false (4)
DAA e get more information (15) 10
e start audio/video content (7) 4
- e denotes website is safe or private (3)
e move forward or next (2)
something about ads (0) 2
Slash-dollar e something is free or requires no money (12) 3
e cash/dollars not accepted (7) 4
@ e money (4)
e does not sell data 7
opt-out of sale (1) 2

correct interpretation ® misconception



Recommendations to OAG

Privacy Options

- This allows consumers to look for one button
- Prevent the proliferation of buttons

Do Not Sell My Personal Information
- Complies with CCPA as written



OAG’s revised proposed regulations

Recommended
. (1) The following opt-out button erlege may be used in addition to posting the notice of
ICON right to opt-out, but not in lieu of any posting of the notice of right to opt-out.

(2) When the opt-out button is used, it shall appear to the left of the “Do Not Sell My
Personal Information™ or “Do Not Sell My Info™ link, as demonstrated below, and
shall be approximately the same size as other buttons on the business’s webpage.

iOS toggle

. Do Not Sell My Personal Information
switch

CD Do Not Sell My Info

-



e —————
Twitter responds

Alex Stamos € @alexstamos - 14h v
Quick, tell me what that button indicates in its current state. Are you opted

into your data being used or out? Red X next to "Do Not", so does that
cancel out the not?

The California AG's office is now mandating really bad interaction design.
Grn:\f inh auvaruhadug L

.. Aaron Alva @aalvatar - 2h v
: This is terribly confusing. Was this disclosure user tested to make make
sure users' expectations align with what you're trying to convey? (Likely
not)

We expect companies to do user testing; we should expect governments to
do same.

one resource: ftc.gov/news-events/ev... #CCPA




So they ran another study

Stylized toggle  CalAG toggle CalAG-X toggle

+ swapped colors

- Insignificant difference between the big and small X
- Small differences based on color

- Big differences between the CalAG icon and recommended
icon
- CalAG icon more likely to be misinterpreted as actual toggle

- Some small changes can sometimes make a big
difference and you won’t know unless you test with users



e ———n————
Then the OAG removed the icon

- Icon completely removed from regulation

- OAG will design a uniform and recognizable opt-out
button in the future

Former subsection (f), regarding the proposed opt-out button, has been deleted in response to
the various comments received during the public comment period. The OAG has removed this
subsection in order to further develop and evaluate a uniform opt-out logo or button for use by
all businesses to promote consumer awareness of how to easily opt-out of the sale of personal
information.




Then they tested more icons from the OAG!

* Which of these icons, paired

with the “Do Not Sell My 9
Personal Information” link text 9

performs best

- standing out to users on a J<y d
website?

communicating the presence
of a do-not-sell choice?

motivating users to click?

e ... and only recruit participants
from CA



tl;dr, None of the icons were very effective

- Showing the link text without any icon resulted in the
highest percentage (64%) of correct expectations

- Adding any of these icons to the link text introduced
misconceptions

- Adding an icon made users more likely to notice link
(increased from 31% to 38% - 52%) but did not create a
significantly higher intention to click

2RO0Q® 0




CCPA PRIVACY OPTIONS ICON
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ldea 2: Improve Visibility

E: CCPA Opt Out Assistant

Offered by: ccpaextension

% % % % % 4 | Productivity | & 15 users

TAKE CONTROL OF



CCPA Opt-out Assistant

L Technology and Media News | = X +

&< - C (@ @& nbcnews.com/tech-media

A% NEWS FPLANYOURVACCINE COVID19 POLITICS US.NEWS OPINION WORLD BUSINESS TECH

TECH & MEDIA

This website sells your personal
information. Opt out below.

More Info CORONAVIRUS

Anger grows as India orders
Twitter to remove posts

DON'T SELL MY PERSONAL critical of Covid response
INFORMATION Rhea Mogul

U.S. NEWS VP T il 5% Bk e A, MUSIC

BUSINESS NEWS

Apple will spend $1 billion to
open 3,000-employee
campus in North Carolina

Kif Leswing, CNBC




User Study: Extension

- 54 users recruited on MTurk
- 52 users recruited through Google Ads

- Asked to install and use extension for 1 week
- 32 MTurkers installed CCPA Opt-out Assistant
- 22 MTurkers installed control extension

- Logged user behavior
- hash of website visited
- whether website had valid (or ambiguous) opt-out of sale link
- if and how user invoked right to opt-out

- Accepted all participants who used kept extension installed for
at least 24 hours



Sale of Personal Information

100
Bl Sells Data
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Opt-out Rates

MTurk Users

B COA Banner
COA Toolbar
Native Link

Native Chrome Downloads




User Experience

Difficulty Satisfaction
— e Il Very Unsatisfied Somewhat Satisfied
somewhat Difficult Somewhat Easy B Somewhat Unsatisfied Bl Very Satisfied

Neither difficult nor easy Em Very Easy Neither

COA COA

Control Control

0 20 40 60 80 100 0.0 0.2 0.4 0.6 0.8 1.0
Percent (%) Percent (%)




|dea 3: Automate Opt-outs

- Global Privacy Control (GPC)

- browser signal that indicates desire to opt-out of sale on
all websites

- Currently available in Firefox, Brave, DuckDuckGo, etc.
- Also available as a Chrome extension

P3P W3C first meeting W3C recommendation Firefox removes support W3C obsoleted
NAI forms opt-out site launch 41 members left VFTC town hall, 75 members 91 members
NAI (12 members)‘ I | | |

Proposal to FTC, W3C first meeting AdTechexits W3C obsoleted
| — ﬁ

DNT
open to public comment, launch “invalid”
TCF 1.x | —
open to public comment launch
TCF 2.x
unofficial draft
GPC

GDPR-::i::- CCPA‘].
| | I | I | | >
2013 2014 2015 2016 2017 2018 2019 2020

I [ I
2006 2007 2008 2009 2010 2011 2012

| | | | | | | | |
1997 1998 1999 2000 2001 2002 2003 2004 2005

- legally considered a valid signal under California law



Jan Charatan and Eleanor Birrell. Two Steps Forward and One Step
Back: The Right to Opt-out of Sale under CPRA . PETS 2024.

Measurement Study

- Crawled 25,000 websites from Tranco top website list

- Recorded: U.S. Privacy String:
. » |AB specification
- Response to GPC signal - 4-character string 1YNN

: : : + sent to 3" parties
US Privacy String when GPC is not enabled . accessible through AP

- US Privacy String when GPC is enabled * supported until 1/1/2024
- Presence/absence of CCPA opt-out of sale link on homepage
- Privacy policy language
- Presence/absence of /.well-know/gpc.json file

- Conducted monthly crawls between November 2022 and
November 2023

HData CollectionEJ
CCPA CPRA

M
2
v”7




Response to GPC Signals
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Prevalence of Opt-out of Sale Mechanisms
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Websites that had opt-out links in Nov. 2022
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e ———n————
Additional Limitations of GPC

Market Penetration User Awareness

oo 8.7 .......................... B S S —— — Omm— y——— 8
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i = S = ¥ § & 5 & 3 & L

<O Chrome <O Safari Edge O Firefox - Samsung <O Opera uc

O Android o QQ — Other Internet Browser
Browser (dotted)

All browsers will be required to support GPC starting in
January 2027




e ———n————
Additional Limitations of GPC

(2) A business that allows consumers to opt out of the sale or sharing of their personal
information and to limit the use of their sensitive personal information pursuant to
paragraph (1) may provide a link to a web page that enables the consumer to
consent to the business ignoring the opt-out preference signal with respect to that
business’ sale or sharing of the consumer’s personal information or the use of the
consumer’s sensitive personal information for additional purposes provided that:



A Possible Future...

This website uses cookies

Why we use cookies: We use cookies to enhance site performance, persenalize your experience,
and deliver interest based ads.

Your choices: Some cockies are optional. Click 'Allow all cockies' to accept all cookies, or edit your
cookie preference below and select "Allow selection.’

More information: Please see our privacy policy.

Strictly Necessary Cookies
[:] Performance Cookies
[:] Functional Cookies

D Targeting Cookies

Show details Allow selection Accept all cookies

Powered byOneTrust

This website uses cookies

targeted ads. Some cookies are optional—click 'Allow all cookies' to accept all cookies, or click 'Edit cookie preferences' to
customize your cookies. For more information please see our privacy policy.

We use cookies to make the website work properly, enhance performance, create personalized functionality, and deliver Edit cookie preferences Accept all cookies X

Accept Strictly Necessary
P via Save Preferences Custom Selection mmm Accept All Close Banner
or Allow Selection Button

I No Decision

baseline
common-banner*

0 20 40 60 80

100
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CCPA Opt-out of Sale

DON'T WORRY, IT'S ONLY
. MARKETERS COLLECTING
' '[* OUR PERSONAL DATA
|| SO THEY CAN CREATE

MORE RELEVANT
ADVERTISING FOR US.

® marketoonist.com
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