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CS 181E: Ethical Software Systems

Software systems today have a significant impact on our daily lives. This raises the question: how can computer scientists design software that realize our ethical values? This
course will introduce technical tools, techniques, and mechanisms that enable the design and implementation of ethical, fair, and private software systems. It will also cover real-
world systems that fail to meet these standards. Topics include online surveillance, manipulative design, fairness and bias in machine learning, differential privacy, private ML,
and other privacy-enhancing tools.

Prerequisites: CS 54 PO and CS 62 PO or equivalent.

Lectures
Lectures take place on Mondays and Wednesdays 1:15-2:30pm in Edmunds 101. See the schedule for details.

Instructor
.... {1 Eleanor Birrell Office hours: Mondays and Wednesdays 3-5pm.
eleanor.birrell@pomona.edu
Edmunds 221 The best way to contact me is by email. | try to respond to all messages within 24 hours.

| also tend to be on campus most afternoons, so feel free to drop by with quick questions or just to say hi!

Assignments
There will be 8 weekly homework assignments in CS 181E, plus a final project due at the end of the semester. All assignments will be due on Wednesdays at 11:59pm PT.
See the assignments page for more details.

I realize that from time to time circumstances may arise that make it difficult to meet course deadlines (e.g., personal emergencies, other curricular or extra-curricular
commitmentions, social priorities, etc.) To accomodate such cases, you get five late days that may be used at your discretion to submit homework assignments after the
deadline with no penalty. Both you and your other group members must spend a late day for any group work. Further extensions after you have exhausted all your late

days will be granted only in exceptional circumstances.



URLs

- Unigue name for a file: URL (Universal Resource Locator)
- Example URL.:

http://www.cs.pomona.eduyj/classes/csl8le/index.html

prefix suffix

- Clients use prefix (http://www.cs.pomona .edu) to infer:

- What kind (protocol) of server to contact (HTTP)
- Where the server is (www. cs.pomona.edu)

- Servers use suffix (/classes/csl18le/index.html) to:
- Specify what content they want


http://www.cs.pomona.edu/classes/cs181e/index.html

. mmm—
HT TP Requests

- HTTP request is a request line, followed by zero or more
request headers

- Request line: <method> <uri> <version>

- <method> is one of GET, POST, OPTIONS, HEAD, PUT,
DELETE, or TRACE

- <uri> is typically URL for proxies, URL suffix for servers

« AURL is a type of URI (Uniform Resource Identifier)
« See http://www.ietf.org/rfc/rfc2396.txt

- <version>is HTTP version of request (HTTP/1.1 or HTTP/2.0)

- Request headers: <header name>: <header data>
- Provide additional information to the server


http://www.ietf.org/rfc/rfc2396.txt

L —GwECcoooaae
HTTP Example

- HTTP Request: Request Method | | Path | | Protocol Version
GE%

Host: developer.mozilla.org <— =| Headers (optional)
Accept-Language: fr <«




. mmm—
HT TP Responses

- HTTP response is a response line followed by zero or more
response headers, possibly followed by content

- a blank line (“\r\n") separates headers from content.

- Response line: <version> <status code> <status
msqg>
- <version> is HTTP version of the response
- <status code> is numeric status
- <status msg> is corresponding English text

- 200 OK Request was handled without error
- 301 Moved Provide alternate URL
- 404 Not found Server couldn’t find the file

- Response headers: <header name>: <header data>
- Provide additional information about response
- Content-Type: MIME type of content in response body
- Content-Length: Length of content in response body



L —GwECcoooaae
HTTP Example

- HTTP Request:

GET / HTTP/1.1
Host: developer.mozilla.org
Accept-Language: fr

Status Code || Status Msg

Protocol Version
- HTTP Respon%

HTTP/1.1 200 OK

Date: Sat, 09 Oct 2010 14:28:02 GMT

Server: Apache

Last-Modified: Tue, @1 Dec 2009 20:18:22 GMT
ETag: "51142bc1-7449-479b0@75b2891b" —| Headers (optional)
Accept-Ranges: bytes
Content-Length: 29769
Content-Type: text/html Body

<!DOCTYPE html... (here comes the 29769 bytes of the reques

—




e ———n————
Web Content

- Web servers return content to clients

- content: a sequence of bytes with an associated MIME (Multipurpose
Internet Mail Extensions) type

- Example MIME types

- text/html HTML document

- text/plain Unformatted text

- image/qgif Binary image encoded in GIF format

- image/png Binar image encoded in PNG format

- image/jpeg Binary image encoded in JPEG format

You can find the complete list of MIME types at:

http://www.iana.org/assignments/media-types/media-types.xhtml



HTM L Key Observation: All of this is deterministic

<IDOCTYPE html|>
<html>
<head>
<meta charset="utf-8">

<title>CS 181E - Fall 2026</title>
<link href="https://fonts.googleapis.com/css?family=Source+Sans+Pro:300,300i,600,700,700i' rel="stylesheet' type="text/css'>
<link href="https://fonts.googleapis.com/css?family=Inconsolata:400,700,700i' rel="stylesheet' type="text/css'>

<link href="resources/css/bootstrap.min.css" rel="stylesheet">
<link rel="stylesheet" href="resources/css/main.css">
</head>
<body>
<header class="site-header">
<div class="navbar navbar-inverse navbar-fixed-top">
<div class="container-fluid">
<div class="navbar-header">
<button type="button" class="navbar-toggle" data-toggle="collapse" data-target=".navbar-collapse">
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
<a class="navbar-brand"> CS 181E
<span class="hidden-xs hidden-sm">: Computer Systems</span>
<span class="hidden-md hidden-lg"> - Fall 2026</span>
</a>
</div>



Dynamically-Generated Content
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Static and Dynamic Content

- The content returned in HTTP responses can be either
static or dynamic

- Static content:. content stored in files and retrieved in response to
an HTTP request
- Examples: HTML files, images, audio clips
- Request identifies which content file

- Dynamic content. content produced on-the-fly in response to an
HTTP request

- Example: content produced by a program executed by the server on
behalf of the client

- Request identifies file containing executable code

- Bottom line: Web content is associated with a file that is
managed by the server



Dynamic Web Pages

Server-Side Client-Side
- PHP - Javascript
- Ruby
- Python
- Java
- Go

Key Observation: All of this is still stateless




Cookies

- Cookies are small blocks of
data stored locally by the web
browser

- Cookie is sent with every
request to that domain

- Can be used to keep track of
whether a user has
authenticated (as which user)

- And also other things...
- Can be set by third parties



Cookies

v

GET http://www.example.com/ HTTP/1.1

<
<

: HTTP/1.1 200 OK
Client Set-Cookie: session-id=12345

v




First party tracking

- uses cookies, javascript, and url parameters to track

behavior on site
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HTML DOM
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CS 181E: Ethical Software Systems

Software systems today have a significant impact on our daily lives. This raises the question: how can computer scientists design software that realize our ethical values? This
course will introduce technical tools, techniques, and mechanisms that enable the design and implementation of ethical, fair, and private software systems. It will also cover real
world systems that fail to meet these standards. Topics include online surveillance, manipulative design, fairness and bias in machine learning, differential privacy, private ML,
and other privacy-enhancing tools.

Prerequisites: CS 54 PO and €5 62 PO or equivalent.

Lectures

Lectures take place on Mondays and Wednesdays 1:15-2:30pm in Edmunds 101. See the schedule for details.

Instructor

'Y gl EleanorBirrel Office hours: Mondays and Wednesdays 3-5pm.
eleanorbirrell@pomona.edu

Edmunds 221 The best way to contact me is by email. | ry to respond to all messages within 24 hours.

I:als0 tend to be on campus most aftemaons, so feel free to drop by with quick questions of just to say hil

Assignments
There will be 8 weekly homework assignments in €S 181E, plus a final project due at the end of the semester. All assignments will be due on Wednesdays at 11:59pm PT.

See the assignments page for more details.

| realize that from time to time circumstances may arise that make it difficult to meet course deadlines (e.g., personal emergencies, other curricular or extra-curricular
commitmentions, social priorities, etc ) To accomodate such cases, you get five late days that may be used at your discretion to submit homework assignments after the
deadline with no penalty. Both you and your other group members must spend a late day for any group work. Further extensions after you have exhausted all your late

days will be granted only in exceptional circumstances.

h+ D

<IDOCTYPE html>
<html>

<head>
<tile>CS 181E - Fall 2026 </title>

<link href="https://fonts.googleapis.com/css?family=Source+Sans+Pro:300,300i,600,700,700i"
rel="stylesheet type="text/css'>

<link href="https://fonts.googleapis.com/css?family=Inconsolata:400,700,700i' rel="stylesheet
type="text/css'>

<link href="resources/css/bootstrap.min.css" rel="stylesheet">
<link rel="stylesheet" href="resources/css/main.css">
</head>

<body>
<header class="site-header">
<div class="navbar navbar-inverse navbar-fixed-top">
<div class="container-fluid">
<div class="navbar-header">

<a class="navbar-brand" href="">CS 181E <span class="hidden-xs hidden-sm">: Ethical Software
Systems</span> <span class="hidden-md hidden-Ig"> - Fall 2026</span> </a>

</div>
<div class="collapse navbar-collapse">
<ul class="nav navbar-nav">
<li class="active’><a href="index.html">Home</a></li>
<li><a href="schedule html">Schedule</a></li>
<li><a href="assignments.htm[">Assignments</a></li>
<li><a href="resources.html">Resources</a></li>
</ul>
<ul class="nav navbar-nav navbar-right hidden-xs hidden-sm"><li><a>Fall 2026</a></li></ul>
</div><!-- /.nav-collapse -->
</div><!-- /.container -->
</div><!-- /.navbar ->
</header>

<div class="container">

<div class="page-header"><h1>CS 181E: Ethical Software Systems</h1></div>

<p>Software systems today have a significant impact on our daily lives. This raises the question: how can
computer scientists design software that realize our ethical values? This course will introduce technical
tools, techniques, and mechanisms that enable the design and implementation of ethical, fair, and private
software systems. It will also cover real-world systems that fail to meet these standards. Topics indude
online surveillance, manipulative design, fairness and bias in machine learning, differential n'vaFc>y, private
ML, anld cithgr privacy-enhancing tools. <br/><br/><b>Prerequisites:</b> CS 54 PO and CS 62 PO or
equivalent. </p>

<div class="bs-callout bs-callout-class"><h4>Lectures</h4>
<div><p>Lectures take place on Mondays and Wednesdays 1:15-2:30pm in Edmunds 101. See the <a
href="schedule .html">schedule</a> for details. </p></div>
</div>

<div class="bs-callout bs-callout-class"><h4>Instructor</h4><div>
<table><tbody>
<tr dass="row1">

<td><img src="images/birrell jpg" alt="Eleanor Birrell" width="100"><td>

<td valign="top" width="200">
<a href="http://www.cs.pomona.edu/~ebirrell">Eleanor Birrell</a><br/>
eleanor.birrell@pomona.edu<br/>
Edmunds 221 <br/>

</td>

<td valign="top">Office hours: Mondays and Wednesdays 3-5pm.



Third-Party Tracking Cookies
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Exercise: Tracking Cookies

- Go to Chrome and turn on developer tools (find a partner
with a laptop + Chrome installed if you don’t)

- Pick a website that you use reqgularly

- Try to identify what requests it sends with cookies. Look
up what these are.

- How many known companies did you find? How many
other trackers/advertisers did you find?



Disabling 3rd-party cookies

[ NON ] ~ LI Settings - Third-party cookie: X  + ¥ Ask Gemini
< c @ Chrome chrome://settings/cookies * .
@ Continue where you left off: Chrome can restore your tabs every time you restart. To turn this on, go to Settings. x

G Settings Q, search settings
G You and Google & Third-party cookies (@ = Filter sites on page
@u  Autofill and passwords

A site you visit can embed content from other sites, for example, images, ads, and text. Cookies set by
e Privacy and security these other sites are called third-party cookies.
G Performance O  Allow third-party cookies ~
+!  Alin Chrome . .

@ Block third-party cookies ~
@  Appearance

@ Sites can't use third-party cookies to personalize content and ads, and learn about actions

Q Search engine you take on other sites, unless you allow related sites to access them
O  Default browser @  Sites can still use cookies to see browsing activity on their own site
()  Onstartup

Site features that rely on third-party cookies may not work

¥a  Languages
Advanced

4 Downloads

Most modern browsers (except Chrome) disable third-party cookies by default
(Safari, Firefox, Brave, DuckDuckGo, etc.)

Sites allowed to use third-party cookies

Increasing rates of user rejection (decline cookie in banner, enable GPC, use
ad blocker, etc.)




CNAME Cloaking

Domain Name Service (DNS)

- Maps domain name (e.g.,
WWW.CS.pomona .edu) to

IP address
- DNS Arecord

- I[P address is then used at
the network level to send
request to the right server

CNAME

- alternate type of DNS

record

 redirects from domain

name to another domain

- can be used to make 3™

party domains look like 18t

party (e.g., redirect from
tracker.pomona.edu

to tracker.com



http://www.cs.pomona.edu/classes/cs181e/index.html

URL Parameters

- Unique name for a file: URL (Universal Resource Locator)

- Example URL.:

http://www.cs.pomona.edu

classes/csl8le/index.html

?1d=1234&a=True

prefix

suffix

parameters

- Clients use prefix (http://www.cs.pomona.edu) to infer:

- What kind (protocol) of server to contact (HTTP)
- Where the serveris (www.cs.pomona.edu)

- Servers use suffix (/classes/cs105/index.html) to:
- Specify what content they want

- Parameters are key-value pairs passed from client to server
- usually used for internal information
- can also pass tracking ID to third-parties


http://www.cs.pomona.edu/classes/cs181e/index.html?id

Browser Fingerprinting

- Key Idea: many features of the browser that are relatively
unique to your machine
- Fonts
- GPU model anti-aliasing (Canvas fingerprinting)
- User-agent string

- Use combination of device features as an identifier



Browser Fingerprintin
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Exercise: Browser Fingerprinting

- The EFF runs a project that lets you test how unique your
browser configuration is: https://coveryourtracks.eff.org/

- Go there, test your browser, and read through the results

- How unique is your browser?

- What types of info were used to fingerprint you? Are any
of them surprising?


https://coveryourtracks.eff.org/

Server-side Tracking

- Key idea: instead of browser sending info to third-parties,
company collects data and then shares with third-parties
on the backend/server side

0 mtroduced by Google in 2020

; http://site.com

: " trackerl.com/pl=abc

i : trackerl.com : » | trackerl.com

. Cookie storage - —

" "trackerl.com | : Set-cookie: id = 123

I - | - I—de

- id=123 | | tracker2.com/p2=def

| tracker2.com | | | tracker2.com ' >

. | - —

. 'L_Iglf_d_ﬁﬁ______j : Set-cookie: id = 456

| \ i http://site.com . _
i ? 4 sst.com ;M

| ' sst.site.com 5 sstsite.com |-

. Cookie storage : _

7 . . Set-cookie: m

|| Site.com | id =123 _—
1 id=123 '




Trackers and Advertisers

- trackers observe user - advertisers serve ads on
behavior across one or  first or third party sites

(usually) many sites - get paid by companies

- use ML to make that place ads
inferences about user . can choose which ads to
demographics and place based on context
interests or user attributes

Some trackers are also advertisers (e.g., Google, Meta)

Some trackers are data brokers who sell collected and
inferred information to other third parties




California Data Broker Registry

eoe [+ < B cppa.ca.gov ¢ ©)] m r
GA 4 -
C .Y (1) {:} Settings (‘j\
California Privacy Q
Protection Agency

Announcements Meetings & Events Laws & Regulations FAQ Resources Career Opportunities FileaComplaint Data Broker Registry

Last Updated: 7/29/2026

iy . .
603 data brokers registered t4 Download Registration Information

DATA COLLECTION INCLUDES Clear DATA SOLD / SHARED TO Clear
Minors' Data Account Logins IDs / SSN Citizenship Foreign Actor Federal Government State Governments Law Enforcement
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Q

Selected all 603 data brokers

DATA BROKER NAME A WEBSITE DATA COLLECTION INCLUDES DATA SOLD/SHARED TO

Sexual Orientation  Gender Identity
01Advertising Inc. 0Oladvertising.com — View
Precise Geolocation

33 Mile Radius LLC 33mileradius.com - - View

33Across, Inc. 33across.com - -
5x5 US, LLC 5x5data.com Precise Geolocation —

6sense Insights, Inc. Bsense.com - -

A Direct Marketing Inc P Y
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